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Are you

aware?
over (4%*

Data Breaches
involve human
factor!

\

*Source: 2023 Verizon “Data Breach
Investigations Report”

Express concern regarding
the current lack of
adequate measures?

No Worries!

The scheme aims to recognise organisations that are aware of
the importance and have implemented suitable measures to
enhance
organisations in the past 12 months. This initiative is fully
supported by the government,
business associations. Let us unite to strengthen cyber defense
by implementing multiple channels to enhance cybersecurity
staff awareness.

cybersecurity staff awareness within their

professional bodies, and

Furthermore, the organisers also provide free
resources and assistance to help businesses and
organisations achieve a higher level of recognition,
thereby fostering cybersecurity protection within
their entities and ultimately benefiting entire
business environment.

e Schedule:

.. Details:

Deadline: 31 Aug 2024

Application &
Submit Documents

Eligibility
Application Method

Application Fee

Scheme Partners:

Digital Policy Office
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The Government of the
Hong Kong Special Administrative Region
of the People’s Republic of China
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Assessment

2024 Q4
= Recognition Ceremony

| Apply Now

All Hong Kong companies or organisations are
welcome to apply the recognition scheme

Submit E-Application Form

Free-of-charge
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:, Assessment Criteria

Ensure that cyber security training has been provided to at least 50% of the

-)>> Cybersetfu.rity staff within the past 12 months, either through online or physical training
Staff Training sessions.

Phishina Drill Ensure that all staff have participated in a phishing drill at least once in the
-))> 1Shing LIt ) past 12 months, which can be conducted through self-developed drills or
Participation: ethical drill programs organized by third parties.

. Establish and maintain a comprehensive cyber security policy accessible
R ) Comprehensive to all staff, covering areas such as work-from-home policies, password
Cyber Security Policy policies, and incident response policies etc.

Reporting Channels for Implement effective channels for staff to report any cyber security issues,
-)>> Cyber Security Issues including a designated channel to report suspicious or malicious emails.
Dissemination of Promote the dissemination of cybersecurity information among staff, such

-))> Cyber Security as by actively participating in cyber security information sharing platforms
Information or through regular updates and announcements.

. Recognition Tier and Requirement:
**x Plati '
* atlinum Complete all 5 assessment criteria

»*» Gold Complete any 4 assessment criteria

*y Silver Complete any 3 assessment criteria

» Bronze Complete any 2 assessment criteria

:. Recognition:

The trophy and digital award badge will be presented to the
awardees at the award ceremony and the names of the awardees
will be featured on the official website of the program.
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Enquiry: () Email - cybersec@hkirc.hk Q) Tel - 2319 3851

% Website: https://cyberhub.hk/#/en/recognition-scheme



